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A scenario vsrie'nt CMqP assessment has been performed for ther
IThe assesment oa1sidered the effects

induced by WP environments geerated by high-altitude nvcloar detonations.

The s$enario variant technique Ideat|fLo Shq .1iNal 014trIal/eloetronic

equipment w lgh will be ipaired by the largest igal1s induced within the

faIllity by any highealtltude nuclear I MP environment.

Ilegronragnetit pulse hardenin s Is reammnende4 to Insure that al1

Oriti|¢l equipments will aintain tlseir operational capabilities during O after

an IMP illumination of the f illity. gardening design packages are provided swe%
that, if implemented, the functional 4apabilites of the facility will s."Ivq the

most severe high-altitude imP wIthpegent. of greater, confide..e.
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1.0 INTRODUCTION

I. I ACKCROUND

The Commnadr-In-Chlef nd the Defense Nuclear Agency

(OKA) have undertaken an Assessmentf W Comunicatlons for Hardening to

lectromagnetic Pulse am to assess the vulnerability of the M Command's

Comand, Control, Communications and Cemputer (C ) Networks to electro-

magnetic pulses from high altitude nuclear bIrsts and to provide recow."endations

for hardening as may be rquired. Networks are used to link InW ith

the National Command Authority (NU l su6bordinate and componaent headquarters,

and the fortes.

The Boeing Aerospace Company has developed and validated analytical

techniques to predict the functional responses of a communications facility to the

electrumagnetic pulse (EMP) environments produced by a high-altitude nuclear

weapon detonation sCeario. The analytical capability has been applied to selected

elements of the M C  Networks to develop response predictions in terms of upset

and damage of facility equipment and functional impairments of facility cWmmunications

Capab 1 i ties.

This report concerns the facility at specifically

the a"d the M transmitting systems. is

used for U.S. Navy Fleet Iroadcasts, and the M is a navigational aid for

ships and aircraft. The facility is part of the W chain

cons ist!mg of M and I =and W and.

An on-site survey ws comducted during September 1977 te determine the

IMP features and element descriptions for use la the facility analysis. IquipmenAt

configuration and operatienal data were gathered and used to develop the electre-

magnetic coupling and functional analyses of spe ified critical equipment. Conputer

models were developed to calculate the waveforms induced by IMP at sIgnificant

terminals on critical equipm nt. The peak omplstudes of the w veform were copared

to ealaulated equipment damage aod upset thresholds to predict t e probability of

the quipmont surviving a most severe IMP event.
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1.2 SCOPE

This report presents the element descriptions, functional analyses,

element response assessments to the mast severe high-altitude nuclear W environ-

ment, and hardening techniques nd concepEes;g packages for the L t end Mf

receiving and them transmitting systems at the f.cility at

Nardening techniques and concept designs hove been developed for each

piece of critical equipment predicted to be vulnerable to the most severe high

altitude nuclear IMP environment. The hardening techniques and concept designs

are expected to reduce or nullify the EMP effects, thus assuring critical equipment

survivability to at least theo percent confidence level. The hardening designs

consider the ease of installing and maintaining the hardening devices, cost. and

nan-interference to normal, daily operations.

- U
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2.0 P Et ICTED £QUIp .MT VULNIPASILITY AND MISSION IMPACT

Specific Issessment values for the critical equipment are listed In

Appendix 0, "EMP Assessment Predictlons."

2.1 3 PREDICTEO UPSET EQUIPMENT ANo FUNCTIONAL IMPACT W

2.2 3 PREDICTED DAMAGED EQUIIPMENT A140 FUNCTIONAL IMPACT3

2.2.1 3 Predicted Dwuiged Equipment

Pages S through 13 were deleted.
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MW The rem.aining material In this section defines zonceptual designs for

the hardening techniques recommended for Installation In the

facility. The information presented includes recammended design requirements,

material specifications, and iistallation instructions for each hardening concept.

The hardening requlrements are such that the mdifiatens can be readily installe

by on-site personnel. Some Inspections by on-site personnel will be required to

datcriine the proper equipment to be ordered.
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3.1W AC POWER HARDENING COJNCEPT 09SIGN

3.1.1 WVAC Power System Shielding

3.1.1.2 a material Fagulroemts. i Anestimated list of material Is

shown In Table 3.1-1. The list also provides expected sosts and potential suppliers.

3.1.1.3 a installation RU.ge rmets. Remo the existing poer

conductor Installation In the steel duct between the transformer ease and the

power filters. Install rigid steel eomndult ber- It the transformer case a&d the

filters (see figure 3.1-1). Assemble In. conduit &#d fIttings In accordance with

Apndix , itions 1.2.1 and 1.2.2. Ieconnect the tramsfermer secedary to the

p r filter ifpvt terminals.

16
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.1.o1 k  AC Power Sytem IMP Suppresleat i

Im
3.1-.2 3 material Reurents'. T hoe stimated list of material

is in Table 3.1-2. The list elso prevides @xppttod goats aqd potentl1 suppliers.
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3.2.1.2 Material Requirements. A esti,,ted list *f Material

is shown In Table 3.2-1. The list also provides expected Costs ndl potential

suppliers.

22
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Typical Antenna lass for

Sweat Solder mlon-pole and Parabolic Food
per Appendix E Elemnt

Sweat Solder

Mounting Bre"ot to

Suppressor Existing Ground Strop~per Appendix I

Cable

Clm"-- Sroze Copper Sheets of
Mounting Bracket per Appendix I

Suggested Installation for monopole end parabolic food elents.
Mouatlng bracket to be made of 1/8" copper sheet. Assemble go"ali
cable and fittings per Appendix 1, Severe invlronownt.

Suggested Installation for loop antenna. AssioIt coaxial gable ad
fittings per Appendix I. Severe Invirolmet.

Figure 3..2. Svpresso, inrslallatlen re~iireve gnen s.
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IiAPPt NO IC [S

The following appendices provide compiementar-y Information concerning

this assessment of the facility:

Appendix A: facility Description

Appendix 1: Functional Description

Appendix C: Electromagnetic Anal'sis

Appendix 0: C? P Assessment Predictions

Appendix E: §Mdinj and Assembly Instructions
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O PPCENDIX A

FACILITY DESCRIPTION

A.) CINERAL

Th station Is located en the
It s op*rated and maintained by the U.S. Coast Guard,

an i s at fchain. The other facilities

are located at

A.1.1 Facility Layout

Figure A.1'-1 shows the layout of them facility. Equipment

associated with the M and i ~ located In either

the signal power building or transmitter building. The signal power building

contains them signal receivers and equipment, thW

timer, and power generating equipment. The transmitter building contains two

high- power transmitters, an antenna coupler, du~mmy load, and

Incoming ac power transformers. The buildings are Constructed of reinforced

concrete block walls and prestressed cncrete slab roofs.

Other parts of the installation include personnel barracks, water and

Sewage facilities, &A Oil storage tank farm. antennas, and Interconnecting conductors.

A.1.2 Equipment Layout

The signal power building Is a one-story, reinforced, concrete block

structure, providing a measured 11 dS attenuation to free-field V.P. Them

equipent Is located inside the timer roem, measuring 6 metors x

6 meters x 2.5 moters (20 ft x 20 ft x I ft). The timr room provides a ioeasurog

total of 35 di attenuat ion to the electromagnetic environmeent outside the signal

power building. figure A.1-2 shows a floor plan of the signal popwer building

Simer room.

27
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The timer room contains a 4ml lete equiPmelt installation:

eneo a m timer set, one r trnsmitter centrol set, oee

frequency standard rack, one recorder rack, and one auxiliary equip Int rAck.

Also located in the room is A transmitter "trel set fo. receiving

and retransmitting the MF and LIF messages by modulating the signal.

The M transmitter building is a specially shielded concrete block

structure located 262 meters (860 feet) southwest of the signal power building.

The transmitter building houses two transmitters. Special shielding

is required to protect the M electronics equipment from the 100 kHz elictre-

magnetic fields radiated from the M transmit antenna. The M signal is

routed from the signal power building to the transmitter building via two buried

tw~nax cables. The transmitter building structure provides M attenuation

to free-field EMP. The M transmit antenna is located 10 meters (33 feet)

southwest of the transmitter building. The base of the transmit antenna is tied

into a 259 meter (850 fcot) racius ground counterpoise system. Figure A.1-3 shows

the layout of the transmitter building.

-signal and control cables between the timer room and :he trans-

mitter building are buried. Included In these tables are seven twinax signal

cables (the two twinax transmitter drive cables are contained in c.,pper tubing) and

two shielded 12-wire control cables. The twinax cables enter the timer room by

way of the feed-throuqh box. The cont:ol cable shields are grounded in the floor

trench at both ends and the wires are fed throuagh capacitors at the input to the

timer room.

Separate ground systems are used for the two buildings. The ground for

all equipment and power circuitry in each building is provided by a buried ground

system around the building periphery consistirg of 3 meter long ground reds, 2

centimeters in diameter, spaced at intervals not exceeding 3 meters, connected by

2 centimeter 4iameter copper tubing.

30
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receive antennas are inionted OA the ?*of of the signal

power bvilding and coaxial tables route from the rec.eivi antennas through a bulk-

head feedthrough pateil into the screan room and to the radio re lvers. The

ifacility uses thre cesium frequency st4adards

i ig. In addition, ceives a astor timing signal from

as backup timing for the cesium standards.

The LF signals are received by two passive lops and one active Ioop

locatef on the signal power building roof. HF signals are received by a parabolic

array of the signal power building. M signals

used for signal monitoring 3nd timing are received by an actIve loop also located

on the signal power building roof. A vertical antenna, located

just ou:side the transmitter building, is used for trainmmitting the signal.

The twinma cables for the 1.I loops penetrate the signal power building

wall at a height of 3 Waters (10 fee') and are routed above the timer room to the

feed-threug h box w the timer room wall. The NF parabolic array clM gab*le is

routed below ground wntil it penetrates the wall of the building; the cable then

follows the sae route as the twinax cables. The i antenna twinax cable

Wpentrates the - wall near the floor anl is rejted im . b c le tray to the

feed-through box.

AC power for the facility Is supplied by any one of three 350 kW/208

volt diesel generators located in the central portion of the signal po r building.

The ac power to the timer room is routed thrcugh overhead plastic

:onduits from the main powrr panel in the generator room. At the input to the room,

the power passes through a 208/120 volt transformer ac isolation filters.

The transmitter building ac power is rzutet from the main power panel in

the generator Peon to a 208/4160 velt transformer in the some P m. The poer is

Ihen routed by burled cables In a trench to the 4l1O/4i0 volt %ransformer in the

transmitter building.

3A



W APPCNOIX a

FUNCTIONAL 09SCRIPTION

8.1 GENERAL

T he syst am radiates a P ul se tr ri _

veftical ntenna, with a peak radiated power of

reeivers surface ships, airCraft, and submarine% use the

signals to determine their precise geograpical positions. In addition to the

navigational informiation, the pulse train is modulated by the

SM s s-stem, superikposing Navy fleet (radio teletype) communications

oto the pulse train. signals are received at m

from several Navy facilities in thinW and then retransmitted using the

3.1.1 l$ystem Oescription

sa low-frequency radio navigation aid operating in the radio

spectrum I In Althauqh primarily &Mployed for navigation, trans-

missions are used for time dissemination, frequency reference, and coewwunications.

The M system consists of tr4nsmitting stations in groups formirg chains. At

least three transmitter stations constitute a chain. One station is designated

master, while others are termed secondaries. Chain coverage area is determiner t

the transmitted pwer from each station and the geometry of the stations, includin;

the distance between the stations &-J their orientation. Within the coverage area,

propagation of the Msgnal is affected by physical conditions of the

Oirth's surface and atmosphere. The location of the five

facilities are shown im Figure l.1-1.

.h.. im. All transmitters im the M system shere the

some radio frequency spectrum by sendlP4 out a burst of short pulses and then

remaining silent for a predetermined period. Each chain within the system has a

ckarfaeristt repetition interval between the plwe burst% %aobllIm %M roceive

equipment to be uniqly synthrOmied, thereby Identifying the chain and Ike stations

within the chain.

33
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3.1.1.. f ach station in a ishain is assigned a signal

format based on its assigned function. The pulses consist of a Mn carrier

that rapidly increases in amplitude in a carefully controlled mainner and then

decay at a specified rate forming an envelope of the signal. 9ach Station

repetitively y.amits its series of eloselypaeaus, tailed a pulse group,

at the group-repetition interval assigned to the chain. W-son the chain is

synchronized to Universal Time (UT), the master station also sets the time reference

for the shain. The secondary stations transmit In tusrn following the master

station transmiiss ions. Each sescondary is delayed in time so that no where in the

Leverage area will signals from one station *verlae another. The number of pulses

In a group, puise spacing in a group, time of transmission. the time between

repetition of pulse groups from a station, and the delay of secondary station

pulse groups with respect to the master signals constitute the signal format.

.In addition to providing a navigation service, the transmission

can be used for the purpose of communications. Messages for system control may be

sent from station-to-station within a chain by varying certain signal format

parameters of the pulse. this can be acco"plished withouit significant adverse

effect on the processing of the navigation signals .lA receiving eguipmomt.

9... quipment Description. The major components of the W

transmitting equipment are described in the following paragraphs and are illustrated

in Figure 1. 1-.

A grotaAd station contains a m tr&nSi Sting set, a transmitter

automat It control ler, and on antenna. The function of the ground station is to

develop and transmit ptilase~ *aiuigallonal signals on 4 W carrier. There are

two ki*4ds 04 ground stat ions: a low power WW a high power station. A

low power IgrpV#W station o.:asaa tral salti" "eta

transaitter auto'Matic controller, and1 a t a.TePa

output power of a low power station Is approximately A high power

ground station conta ins a It t a transmitet

automatic controller and a ntIs The peak output power

of a high power station Is approamatl

35
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Two transmitters are contained in a m trawsmittimm. set. The

transmitters are always in operation: one feeding the antenna and the other on

standby operation. The transmitter o standby operation has only filament voltages

applied. If the active transmitter fails, the standby transmitter can be switched

to the antenna. The transitter automtic controller, located in the signal

power building, provides the controls for switching the oujtputs of the two

transmitters alternatively to either a dummy load or the site antenna. When

either transmitter is feeding the antenna, the other is sIwtched to the dummy

load. The transmitters can be switched automatically or manually from the signal

"Ower building, or hey can be switched maulSly iA the transmitter building.

The transmitter automatic controlleri Ciontains the pulse

generating circuits using inputs f'om the timer a nd the timirl

generator equipment. There are active ana standby timers, cesium beam standards,

and the pulse generator units. Failure of the active equipment results in auto-

matic switch-over to standby units.

0.1.2 - System Description

-,s a system which superimposes U.S. Navy Fleet Broadcast

messages on the pi.2se transmissions. Its purpose is to improve the

reliabi lity of Navy comunications in areas covered by M The system provides

this .lpability with minimal interference to the navigational characteristics

of the M systems.

,~is installed in thai

and uses the Coast Guard transmitters located at the

A stations. The divisien and interface of theo M nd

equiment o i shown in Figure 1.)-3. All five

stations are Wsed.

37
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The Navy fleet Sreadcast being transmitted on the -systemf
is a fadiO teletYPO Streami Of binary data. Similar broadcasts are transmitted from

VLF, LF, and 14F stations in locations such as-

using conventional FSK transmission modes.

Normally, two MF receive antenna systems are installed at 489h

transmitter site. on* system is a nandirectiqinal whip with *Ae HF re~eiver

operating frow' the whip. The othier system is a parabolic array, consisting of an

active whip and nine grounded whip reflectors to provide directivity and gain.

Two MF receivers operate from this array. Three VLF receive loop oAtennas are

normally installed~ at eaah I 'transmitter site. The loops provide signals

for VLF receiver-chanels I and 5, and the digital datd receiver.

The transmitter set is capable of receiving,

converting and processing Up to five radio input links at one time. It is able to

process two LF or VLF! signals a4d three 14F sign~als. In addition to handling the

five raidic link ehannels. the signal comparator portion of the

transmitter set cam process two M ignals. ly comb ining three, five or

seven~ signals of good to fair quality in a majority-vote outpiut, an output signal

canm be ebtaitied whic~h is generally superior to that of any single channmel.

6.1.2.1 (quipmentDescri~ptiom. The major components of the tranismitter

control sot are described in the fellowiml paragraphs and illustrated

previously in Figure 6.1-2.

five stoanard Navy itopiWunication receivers are suppied with the

tranismitter control set. Two receivers are provided for receiving VLF

and LF signals. and threin7 ocTers Of e iAStalled for Of receptions. The

radio receiving set is a V! dual conversion superheteredyoe receiver;

the is a triple cooversiom superheterodyne receiver that provides coverage

of She HF band.

39
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The output of each receiver is fed to one of the five 04aa6el% Of

the W sigal data converter. Lach converter channel devnduletes one inceming

frequency shift keyed (FSK) Signal Ad convertS the inferntion to a digital data

output.

The digital data receiver acquires the master station

ignal and any two of the secondary station signals. The receiver processes

the = signals and extracts the W information. providing digital data

outputs to the sign l comparecor.

The sigmal comparator receives Seven channels of data and

stores and correlates incoming digital date signals. The signal Comparator can

coibimit the correlated signals from selected cha els and provide a three, five,

or seven channel ajority-votod output. In addition. any single input chaonel

con be selected as the tutout. Five of the signal comparator chainels receive

inputs from the signal date converters. The ether two chamnels are connected to

the digital data receiver, providing digital information from any two of the

three acquired sinals.

The4 modulator control accepts the majority-voted output from the

signal ecomparator retimes the deo" to the inrate, and sends the retimed signal

to the transmitter oodulator unit. The transmitter modulator accepts comrnds

from the modulator ontrol amnd phase Shifts the pulses.

1.2 - FUNCTIONAL OSCRIPTION

The equipment functional !,ck diagram for the is shown

in Figure 6.2-I. Variations in the site configuration relative to the standard

seafigeraatiom. as defaed, are showin in the figure and noted as follows:

t) The thrae Mi receivers (Chbinels , 3 and 4) are al) annected to

%he same bnoena " ohee a single input filter.

2) is a lW power station using &A transmitter and

antenna.
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The transmitter site at receives the two LF transmission%

free Two of the IF tr&nsmissions go" frem the third temes

freo = signals are received freo SA4 N 6

Results of the functional analysis indicate that the equipment listed

in Table S.2-1 are critical for operating thea an d

systems. Included for each critical equipment is the functional impact

toi operations if the equipment Is impaired.
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3APPENDIX C

[L(CTRO AGNETIC AnALYSIS

C. GINIRAL

Tinstallation is similar to other stations of the

chain. Commercial &C power Comes to the site, but, at the

time of survey (September 1977), was not installed for SulPlying power to the

transmi tters

There are two major buildings in the sl aclity that underwent

electromagnetic analysis: the transmitter building and the signal-pow*er building.

major penetration% and coupling paths are shown diagrammatically in Figure C.l-1.

C.1.1 Transmitter Building

The transmitter building (Xd) is made of reinforced concrete blocks

with copper mesh scrumning providing an estimated M of electromagnetic field

sh ielding.

All metal work about the building is grounded to protect personnel

against shock hazards from the electromagnetic fields generated by the transmitters.

C.1.2 Signal-Pouter Building

The Signal-Power (S-P) building Contains diesel generators supplying

the site ac power. The transmitter is controlled by equipment in a screen row

located at the south corner of the S-P buIlding.

The $-P building ;s mode of reinforced coacrete block with rebar tied

together (in pert) and connected to a buried ground ring with fround rods

surrownding the building. The S-P buIlding provides about of electromagnetc

field shielding while the screen room provides epprximeelym, for a total of

35 dl shielding to the outside environment.
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C.2 PIENITKATIONS

C.2.1 Transmitter Suilding

The transmitter building Is penetrated by various signal lines which

enter near the W end of the building. These Include shielded coax, twinax,

and alarm cables coming frore the signal power building.

AC power comes from the 4160 V transformer% in the S-P building via a

buried cable to cutouts inside the transmitter build4ing, then to transformers

and to the main power panel in the building.

The 6W transmitter tower drive line constitutes a minor penetration.

Over-voltage protecti.n of the tower and the high voltage capability of the

transmittar output stage should prevent damage from this penetration.

C.2.2 Signal-Power luilding

The signal-power building is penetrated by most of the above conductors

and by others. The can-tunicat ions lines enter near the east corner of the building

and run to the timer room boxes via a floor trench and a duct on the side of the

timer roor.

Outside the building the transmitter drive waveform lin&% run In two

Inch diaoeter, hollow copper pipe to the transmitters. The pipe is open circwited

at the S-P building wall. Nearby are the isoiatio/stepdown transformer and ac

"or filters. Power is supplied from the main switchboord by overhead plastic

conduits ending above the timer room wall. The poer conductors run Pros, down

to a duct leading te the isolatieon transformer.

A buried 4160 V power lima runs PFre the transformers In the power room

to transformers In the transmitter building. This Is a major penetration of both

buildings.



Lesser penetrations !nclude buried power and eeewumicatio- lines fror

the S-P Luldimg to the barracks, utility buildings, tewwwnicatien antenn~as. eta.

Of still less significance are buried water, se-er, end oil lines and

sound powered telophome lines. These do not couple to critical equipment or

Important connecting lines, except to provide additional grounding fo equipment

already grounded by other lines.

C.2-3 Timer Room

The gear is located in the timer room in~ the

signal-power building. Inside the timer room, penetrating fields are low becausie

of tne electromagnetic field shielding by the signal-power building and by~ the

timer room walls. mieasured attenuation was about

All significant penetrations of the timer room enter through three

boxes end the ac power filters near the east corner of the timer room. The boxes

are a foed-through box for coax and twinax shielded lines, a filter box for limes

from the transmitter, and a M comvmunications filter set for commumicateo,

limes from the nearby commnunications console.

C.3 COUPLING PATHS

C.1 I Antenna Foods and Radios

The shielded loop antenna, on the roof of the S-P building feed t'e

Mkgear in the timer room by shielded lints. The antenna loop areas are aoprox-

ftately 0.5 mi2, this coupling to the external IF enivironment and conducti"S

a large signal down the shielded antenna feed lines. The short run and small

throwlilh-broid coupling coeffiuient ensure that (P'P translents penetrating the braid

are negligible compared to those aeming frem the antennas.
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The tome holds true for the parabolic array feed line. Th is6nten:I

-il GoIwple a large EMP tralilit an~d Pro~agate it do~ the feed line to tfh

timer. roor' feed thrtou~gh box *rd than' to the MF radios.

The parabolic array feed line runsr to a filter before enutering the radios.

To vulnerab.ility to dam~age of tht filter is eooloarable to that of the t4F radios

tC'Neews, tnws, E"P transoits have beenu Giomputed at the input to. this f i Iter.

Theo LF radis are faC JdreCt1, froe' loop ae' las Gi the roof .

' Arels 6 anic A's Is.~ f-orp th W .'.OP on the tof . The active elevierits of

ti- locip arite'-a ,I! provide bome bufferiug for the ci ver.

AC Po,.. Lines

To, ac pc-*e system is relatively exposed to ('-P transients. The swpl

:ies fc tpe timer roc>- , olator-i/stepdowr tramsformor are riot sielded as

ai~ statws a'-d co~trol dablas are shielded arij thriur"-raHij copi

%,t-sa 7;iws tranii orts are proddod to hit lo TP a transi~ntter dr, '0

.aelc-i es add It c-, art prtotector : a 2-imch diameter, hul lr., Copper

;D re. i s ri*e -reu.'de' a t the* rssr,tt or *rio, Ithlugi oper at the 1.1gritl

T~o sonaH I oab Ies by pass thei fi Iters i o the co m'raat'os filterJ

C . lqwipnerit Not Asse

Mar,, Parts of thea gear im the tior ribw arm4 parftS of the trans-

Mitters have mot been Alludead A %he assesmet 6*9aise the tiwier race- ad4 the

valmtype housing of thes tramspltters 9%604d provide good thield~ml aghast IMP

Conisequently, omlw the sensitive teiipoots awst dirtittly ipterfacirg witp. the

Penetristmiq ies pave been trest*4.



I n pa rti cula r the iq,; 1::er t 1 the O b re c. rt-. r(eei ve

ac power through a separate filter in the tirn.roc .I.sC timer, A l b

and transmitter control se~g m ar,- protected ),4ainst ar transicnts, by

a separate isolation transforme.r. The cesiumn bcar lc are bsuffi rcd b,, thc

Elgard power suppfles,. Thresnolds jri, EMPF trans iertt- !)atc bvs.- a t thc

'nput to each of the ' ufferinq ceminn .
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P L I- X

E , SIEScI.r-T PR[DICTONS dJ

D. 1 GENERAL

I A ccoariu variant (,V a_:sC !t cinique v.as used for ase .ng thc

C'"fuct. of EPAP on tlacility. Usin, the SY technique

de, for iaking ei crent . es n1sr le ts, ,. .d dcvo'lop r, r..!(ress conccit e i qr

p.ic-3i tes to iruid, j dn' ,ir',j urvivji r.-,f idcrc lc,-I, fur t :-i,,t ,evere

t ' i ,-,l t ! uJ , mI 1 or Lurst !I .viron'-ent.

, ' c.,niquc u, rw, , nuclear cr,virovtnl Iidr ,., t f r u , f r . (-t U 1 7

burst Incat., Ky t dto fin , the : 'c, it tvcrf- r u,,,)ne for 0dcni critic,i uquiricrit

''vtr-j turli'. , r .quir.d .inc- tt,r variou i .,er, -. Otk',,i , ,jio, lc,

'.ill t-)t .il l . -axallv strs- b- ty any G, c bur',t ;ocot , u . k, I'c,'rta rty

InVole.d ,.ith u'jii owly 17 hure.t'. IoU, not tt--r ou, ,,ri:, Jt. rc; the

survival cwyfi, ji-,c' us the facilit . A Jetaiie, ,e ,crir t'ic(n aj. ,. : a -

gruurd of thc .iV tecO nique s d"cr Lb d in 4-5,2 , "A j t' ar o I rIdt-ten.j t T cLn q e

for Assessing EMP Effects on Comriunicat iun Faci i t I L ' ." i ret-ults (-f the lacII it1

assessment p;resented in this report consist of the most secvere rteslonse tor each

critical circuit as produced by one of the 17 scenarios.

D.2 5 SCENARIO VARIANT ASSESSMENT DATA 8

% The scenario variant assessment predictions for the critical equirxnent

items are provided in Table D.2-1. For each critical equipment item, the largest

pred'cted peak voltage and associated pulse frequency are provided, as are the

upset and damage thresholds. Table D.2-1 also provides tht safety margin and

survival confidence values for each critical equipment item. The safety mari.in

and survival confidence predictions each oepend upon the predicted peak voltage.

Since the SV assessment technique defires the maximum pcrential EMP-induct )eak

voltage at the critical equipment interface, the predicted safety margin 'rd

survival confidence values are the minimum levels expected for any high-alitude

nuclear EMP environment condition.
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"th. pred i cd fet y t arCyi,, s< ii: ioC. ., et Le OIL threshoi(

voltage and the predicted peak volrace. The survivjl ccnfiderce values were

determrned using the predicted afeLy wiorjon-s arid he d,ta quality distribution

which characterizes the statistica! uncertainties in safety margin predictions.

For the calculations used for this assessment, the da .ual ity distribution was

chosen as normnally distributed with a zero mnean and j ;.andaro deviation of 3 d8.

This distribution .4a used since it is the data qualit'! indicated from previous

test experience.

56

•I~m
\ ~~~~~~ ~~ ~ ~ ~- ..... . . . .. . .. . . . ... . . . . . . . .. . . . . . . . . .. .. . _.. . . .i



4WAPPEfiDI K E

BONDING* AND ASSEM BLY INSTRUCTIONS

E.1 BONDING

Bonding refers to the process by which a low inpedance path for the

flow of an elect-ic current is established between two metallic objects.

E.I.] Surface Platings or Treatments

Surface treatments, to include platinqs provide d for added vearaziiity

or -orrosion protection, shall offer high Lonductivity. Plating -oterials st>1i

be electrochemically compatible with the base metals. Unless ,uitably protected

froM. the atmosphere, silver and other easily tarnished metals shall nct be L'ed

Lo :)late the bond surfaces.

E.1.2 6ond ProL-tion

All bonds shall be suitably protected aqainst "eather, corrosive atmos-

pheres, vibrations and mechanical damage. Under dry cond~tions a corrosion

preventive or sealant shall be applied within '4, hours of assernnly of the bond

materials. Under highly humid conditions, seai, g of the bond shall be accomplished

within one hour of joining.

E.l.3 Corrosion Protection

Each bonded joint shall be protected against corrosion by assuring

that the metals to be bonded are galvanically compatible in accordance with

DCA Notice 310-70-l**. Bonds shall be painted ith a moisture proof paint conform-

ing to the requirements of FED-STD T-TP-1757 c," shall be scaled with a silicone

or petroleum-based sealant o prevent moistur- :rom reaching the bond area. Bonds

* taken from MIL-STD-188-124

**DCA Notice 310-70-I will be replaced by MIL-H>BK-419 upon release of 419.
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which are located in areas not reasonaoly iLIe iLIL ioi di C ;tLd;e L I.h ) 0'

sealed with permanent waterproof compounds.

.i .4 Vibration

Bonds shall he protected from vibratior-i.duced deZerioration by

assuring that bolts and screws are torqued i . -:ccordancer w;th DCA Notice 310-70-1

E.1.5 Bonding Straps

Bonding straps installed across , o c u't or c,.,r rceni~m or

1upport dcvices ' I not ir-pede tht per forz'alci U, t : o ,uiI i:l Cevice. I hey

shall be capable of ,;ithstanding the anticipate mrtn aL v:')ratiunal requ re-

ments without suffering metal fatigue or other oans of failur,. Extra care shalI

be ut I ized in the attachment of thu ends o h. in(; straps to -rvvent arcin'j or

other means of electrical noise generaticn ,,- v,,;'.ent of tre strap.

E. 1.6 Bond Resistance

All bonds for ground conductors whose primary function is to provide a

path for power, -ontrol, or signal currents shall have a maximum dc resistance

of one milliohm. The resistance across joints or seams in metallic members

required to provide electromagnetic shielding shall be one mill;ohm or less.

[. 1 .7 Clamps

Bonding clamps shall conform to AN 735 or AN 742.

E.1.8 Nuts, rolts, and Washers

Nuts end bolts shall be capable of meeting the torque requirements of

DCA Notice 31O-h-I. Flat washers shall not be sprface treated: they shall be

protected as sp-.cified in paragraph E.I.18 and E.1.19 for corrosion control

purposes. Star 1'.dshers smaller than 1.2 cm (1/2 inch) shall not be used.
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whereve r u'i ,s :f., bc-tu in-j c.' i 'I : c r ur -- _i !u t L r cr ,

be accompi shed by direct contact of ttl'! -,it ;r? ' uct<,Ze VJ th e *i ,'ct rca; pa:'-

achieved by a welded, hr~,zed, suldcred, or (hn-compressiocn Jolted connection.

Permanen t con i t i cns be tween fe rr uu,. tc r )s a I bir e;..e ced

.. crever poss i.

f-.l.il Brazing arnd Silver Slderinq

Brazing or s Isver soldering is acceptabIe fc- the perrinierL ,ond1r

of copper and copper alloy materials.

E.1.12 Bondinq ot Copper to Steel

Either brazing or exothermic weldinq ,hall be used for the permanent

bonding of copper conductors to steel or other ferrous structural rembers.

E.l.13 Soft Soldering

Soft soldering shall not be used for bonding purposes.

E.l.14 Sweat Soldering

Sweat soldering shall be used for electrical bonding only when othe-

fasteners such a, bolts or rivets are concurrently used to provide rechanical

strength.
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All bon.Js utilizing bolts and other threaded fastene-rs shdl I conform

to the minimum torque requirements given in DOA Notice 310-70"1. Inspection

shall be conducted periodically. Before joining, all faying surfa'ces shall be

prepared per paragraph E. 1.13. Particular care shall b,- taken to profide adequate

corrosion protection to all electrical bonds made qit0, holts and other threaded

,as ter, rs.

1.l.16 C-Clamps and Spring Clamps

C-clamps and sprinq cla'ps shall not be use . for permanent or semi-

permanent 3onding.

E.l.17 Indirect Bonds

-'here the direct joining of structural eleme-,ts, C,4uipments, arid elec-

trical paths is imposs.1.e or impractical to achieve, bonding straps or jumpers

shall be used.

E.I.18 Surface Preparation

All mating surfaces which comprise the bc.;j shall be thoroughly cleaned

before joining to remove dust, grease, oil, moisture, nonconductive protective

finishes, and corrosion products.

1) Area to be Cleaned. All bonding surfares shall be cleaned

over an area that extends at least .5 cm (1/4 in.) beyond

all sides of the bonded area on the larger member.

2) Paint Removal. Paints, primers, and ther organic finishes

shall be removed from the metal.

3) Inorganic Film Retroval. Rust, oxid-. and noncondictiv.! surface

finishes such as anodize shall be reEined.
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intl Clea . After ,n;ta :le., ,i'.

: ,,)vkr o" rchanic.3 I atrjSi ve, te *.3r. Ia- ,.dl I

•iped or brushed witlt dry c iean n 'I .oivert (e ,'; ..; t 1)

requirements of Federal Specificationrs P-b-SS . ' uface,

iot requiring the use of mechanical abrasives or cht_'ica l

pairt fi-overs shall be cleaned -ith a d& y cleani nrq I'lvl-r

to remove grease, oil, corrosion pre.'r-t iv,., dust, 'irt.

and moisture prior to bonding.

5) Clod Metaks. Clad metals shall be clea d .>th fi . teI

•."X' Ior grit in such a manner thdt the cVdrq :.,,

is r. t penet rated by the cleanir q proct -, . t, < t

surface shall be acnieved. [hc Cleaned ,ir.o LI'. .I:,

-iith dr, clear, ing sulvent and ,l lo ,ed tu ,ji i r ' . ;rt

comnpletinq the bond.

A) luminu Ai Iy. After clea. ning Gf aIlu-inum surf, c to a

bright finish, a brush coating of iridi te or ott .i simi lar

conductivu fi ishcs shill c ac , l iC,' to t le -at in2  surfac.,.

7) Compljt.ion of the 6ond. If an i trlit p prut :ct ; , ccv t

is removed from the metal surface, tri- atting surfaces he'all

be joined within 30 minut.s-after cleaning.

E.1.19 Di'similr Metals

All mating surface materials that comprise a bond shall be identified.

Compression bonding with the use of bolts or clamps shall be util ized only between

metals having acceptable coupling values as indicated in DCA Notice 310-70-1. When

the base metals form couples that are not allowed, the metals shall be plated,

coated, or otherwise protected with a conductive finish, or a material compatible

with each shall be inserted between the two base metals. It shall be constructed

from or plated witf- an appropriate intermediate metal.
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Bec.ause or galvanc c rosion b m.uin lar -,t;t' . e..: ro. ,

and/or high moisture areas, the w-elded or Drazed j.int %hall btc ocvcred withn

pitch or other suitable waterproof compound to inhibit corrosion. j
E .2 ASS r.5 L Y

I
The following ",ubparagraphs deal .. ith special installations peculiar

tj ha-j'o'ess concept ues gns.

E_.2. Riy;d ,Conduit, Threaded Ccnnections 1'

Riqid conduit (r, or old installations) used for shielciinq or rf returns

a be assemb led as fol ' I s:

) 1i'';ir. ;i riating surfaces for threaded connecticn . shall I

ne prepared as in paragraph E.l.18.

2) AssembIly. Apply cold galvanizing compound:': "Galvicon" o

thread parts and asser'ble wet. Wipe off excess and let joint dry.

3) Corrosion Protection. Protect the connection as in paragraph

E. 1.3.

E.2.2 Rigid Conduit, Box or Cabinet Connection

Rigid conduit (new or old installations) used for shielding or rf returns

shall be asseribled as follows: .

I) Cleaning. All faying surfaces shall be prepared as in

paragraph E.l.18.

* Kenco Diviso,1

Southern Cuatings and Chemical Co., Inc.
Sumter, South Carolina 29150
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2s Asscb , Asemble uirq j rig d c',nd vi etal ic bushinq

and bonding type lock nut.

3) Corrosion Protrction. Protect the connection as in

paragraph E.I.3.

E.2.3 Coaxial Cable, Severe Environment "

Coaxial cable connections exposed to outdoor environments or highI

hnumidity shall be assembled as follows:

I) Cleaning. All metal surfaces shal! be prepared as ir:

paragraph E.l.18.

2) Assembl. Assemble connectors and clean as in Paragraph
E. I. 18.

3) Corrosion Protection. Apply Dow Corning** 3145 RTV adnesivei

sealant (non-corrosive) on the connector forming a seal to I

prec luJe migration of water . , dcj... the cable or at

the threaded portion of the connector.

E.2.4 Coaxial and Shielded Cable, Intermediate Point Bonding '

I '

Cables reqeirinj attachment of ground strap. at points other than cable

ends shall be preparei as follows: I

1) Cleaning. Remove at least 3 cable diameters of the protective

sheath to expose the cable shield. Prepare the shield surfaces

as in paragraph E.l.18 except that any solvents used for cleaning I
shall be compatible with the cable dielectric and the insulating "

material. K;

* Dow Corning Corporation

Midland, Michigan 48640
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~.) Asm:,ly... i'- d bonding is achieved by using d cab~e

-. p t c w hich a flat bonding strap is attached. T(7

avoid crus-hing the carle dielectric and 4isulat inq material,

fabricate a pressure sleeve which will be installec under

the bonding clamp to distribute clamping pressure over a larger

area. The pressure sleeve should he flared on each end, split to

facilitate assembly and have a length of about 2 cable diameters.

Thin wall copper tubing slightly smaller than thec cable diameter

should be used and tinned both inside and out ,.ith a 00

solder usiog a non-corrosive flux. Install tne sleeve and an

A'i?35 type bonid i n clIamp. Prepare a bond i n > t rap of tsneud

c,.per A'lat b ra id of th'-- largest s i z- poss ib1le tu-al 3 compat iblIe

,-,i h the terr i nal lIug s ize deterriinrej iv the requ ir ed pressure

cI imp s ize . The bonding strap sho W not be more u-an 6 inches

lonq and shorter if possible. Crif-p -inid ,older a~ Ilg to each

end of the flat braid. Clean the mietal parts as ir, Paragraph

1) above and aissemble the sleeve, clatjp arid bondino .,trap

:rr, : .a ~ lie cable. Tiqhten the clhmrp, but not '0 tignt

as to crush the dielectric or wire insulation. Fasten the other

end of the riond strap to the ground plane in accordance to the

bonding instructions in paragraph E.l.

3) Corrosion P-otection. Apply Dow Corning** 31)45 RTV adhesive!

sealant (nenr-corrosive) to the cable, sleeve and bonc'ing

clamp. Completely cover the bond assembly, overlapping the

protective sheath on the cable and the terminal lug on the

clamp. Thus, forming a seal to preclude migrat ion of water or

vapor down the cable.

ODow Corning Corporaton

* Midland, Michigan LF 'to
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